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1. Purpose
This document describes the procedure for performing Risk Management during the course of simulation development as directed by the “Software Policy Document for the Simulation Development and Analysis Branch (LaSRS++0025)”.   Risk management encompasses the identification of risk issues, assessment of risks to define probability and consequences (impact), preparation and implementation of risk mitigation plans, and the continuous monitoring of those actions to ensure implementation effectiveness.   This procedure describes the activities required to identify and manage project risks during the execution of SDAB simulation projects.  

2. General Policy
Simulation Development and Analysis Branch (SDAB) authorized/assigned projects shall manage project risks according to the procedures described in this work instruction.    
3. Applicability

This policy shall apply to all SDAB software projects.
4. Required Skills
Skills needed to perform this work instruction include familiarity with Microsoft Excel, familiarity with the SDAB project planning activities and configuration management tool, and the ability to identify project risks.  Training for conducting Risk Management activities is provided to staff members in the form of a PowerPoint presentation, and on-the-job training/mentoring by the Software Manager and/or project planning process owner. 
5. Responsibilities

The Project Lead is responsible for performing the Risk Management activities and shall ensure that the activities described in the Procedure section below are followed.

6. Definitions

Consequence (Impact) - The current assessment of the impact the risk will have on the project if it materializes 

Likelihood – Probability of occurrence 

Risk - The potential for a condition which, if it occurs, has a negative effect on project schedule milestones, technical performance and budgets. 
Stakeholders - A group or individual that is affected by, or who can influence, or is in some way accountable for the outcome of an undertaking. Stakeholders may include requesters, project team members, software manager, software group lead, suppliers, customers and end-users
Software Project Management Plan (SPMP) – The Software Project Management Plan describes how the project will be managed: how the requirements are implemented, updated, the configuration items, quality assurance, etc.  

7. Procedure

7.1. Project Initialization

a. The Project Lead, with inputs from relative stakeholders, shall perform risk identification activities at project initiation and continuously throughout the life of the project.  Stakeholders should be proactively involved in all project related risk management activities.  The Project Lead has the primary responsibility for ensuring that the Risk Management activities are performed during project execution.

b. The Project Lead and relative stakeholders should refer to Appendix A for a list of questions that can be used to facilitate the initial identification of potential project risks.  
c. The Project Lead shall document identified project risks in the project risk section of the Project Workbook which is described in detail in Section 7.2. 

7.2. Risk Monitoring
a. The Project Lead shall document all project related risks in the project risk matrix which contains the information described below.  These risks should be reviewed periodically to monitor their changing conditions and to help identify new or potential risks that were not detected at the beginning of the project.  

b. Risk management activities will be periodically monitored and evaluated for effectiveness, and when required, corrective actions will be taken.  In particular, the severity of risks and the effectiveness of risk response strategies should be continuously reassessed.  As the likelihood of occurrence and consequences (impact) of risks are evaluated, priorities and responses will be developed and periodically reviewed.  When the likelihood and/or consequence of risk occurrence is detected, then adjustment of the risk response should be performed by the Project Lead.  

c. The Project Lead shall manage all identified project risks through closure. The Project Lead shall determine the frequency of risk reviews and ensure that the frequency is reasonable considering the size, scope and complexity of the project and potential implications to SDAB of risk occurrence.  For example, monthly risk reviews for a project that is only 3 months long would not be considered reasonable.  
	Project Risk Matrix

	Enter Project Xnn - Name
	Enter Project Lead: Name
	Enter Status Date:  MM/DD/YYYY

	Column/Section
	                        Content Description

	Risk ID No.                
	 The Risk Identification (ID) number for each project risk is auto-generated and is unique for each risk.  Use this number when referring to a risk in other project documents.

	Risk Description      
	Provide a detailed description of the identified risk. 

	Consequence  (I-V)
	Using Risk Assessment Matrix below: 

   -  assess risk consequence (impact) to the project and enter value (I-V)
I = Catastrophic
II = Critical
III = Moderate
IV = Negligible
V = No Impact

	Likelihood  (A-E)
	   -  assess risk likelihood (probability) of occurrence and enter value (A-E)
A - Likely to occur immediately (e.g., probability > 0.1)
B - Probably will occur in time (e.g., 0.1 > probability > 0.01).
C - May occur in time (e.g., 0.01 > probability > 0.001)
D - Unlikely to occur (e.g., 0.001 > probability > 0.000001)
E – Improbable to occur (e.g., 0.000001 > probability).

	Risk Level (Hi-Med-Lo)
	   -   The Risk Level is automatically computed based on the selected Consequence and Likelihood.  Cell background is automatically shaded red for High risk level, yellow for Medium risk level, and green for Low risk level.  

	
	      Risk Assessment Matrix…..  
Risk Level

- Likelihood of Risk Occurrence -

A

Likely to Occur
B

Probably will Occur
C

May Occur
D

Unlikely to Occur
E

Improbable
Consequence

I

Catastrophic
High Risk 
High Risk
High Risk
Med Risk
Low

Risk
II

Critical
High Risk
High Risk
Med Risk
Med Risk
Low

Risk
III

Moderate
High Risk
Med Risk
Med Risk
Med Risk
Low 

Risk
IV

Negligible
Med Risk
Med Risk
Low Risk
Low Risk
Low 

Risk
V

None
Med Risk
Low Risk
Low Risk
Low Risk
Low 

Risk
Consequence Level Descriptions: 

Use the following definitions based on NPR 8000.4 to determine the consequence level.

a. Class I - Catastrophic.   A condition that may cause: 1) death or permanently disabling injury; 2) facility destruction, or loss of crew, major systems, or vehicle during the mission; or 3) schedule slippage causing a schedule overrun greater than 50 percent of the original schedule.

b. Class II - Critical. A condition that may cause: 1) severe injury or occupational illness; 2) major property damage to facilities, systems, equipment; or 3) schedule slippage causing a schedule overrun between 15 percent and not exceeding 50 percent of the original schedule.

c. Class III - Moderate. A condition that may cause: 1) minor injury or occupational illness; 2) minor property damage to facilities, systems, equipment; or 3) internal schedule slip that does not impact delivery date or schedule overrun between 2 percent and not exceeding 15 percent of original schedule.

d. Class IV - Negligible. A condition that could cause: 1) the need for minor first aid treatment but would not adversely affect personal safety or health; 2) damage to facilities, equipment at more than normal wear and tear level; or 3) internal schedule slip that does not impact internal development milestones or schedule overrun less than 2 percent of original schedule.

e. Class V -  No Impact. 


	Risk Owner
	Enter the Project Lead’s name or whoever is assigned responsibility for monitoring and mitigating the risk.

	Date Identified
	Enter the date that the Risk was entered into the Risk Matrix.  Enter today’s date when adding a new risk: DD MMM YYYY

	Risk Status 

(Date – Identification / Analysis / Mitigation Action Taken / Status Updates through closure)
	Enter the required notes or status relating to the risk in the format shown  below:  
(Example)
6/19/2011: HUD failed in checkout session.  Hardware group is evaluating.
6/23/2011:  Hardware group diagnosed problem with one of the boards.  Need to send unit to manufacturer for repair.  Manufacturer to provide estimate of time to repair after evaluating unit. 

6/30/2011:  Manufacturer provided an estimate of three weeks to repair unit.    Unit would be received with less than one week to checkout before production.  Delays in receiving or re-integrating unit could cause production to slip.  Increased likelihood to level B.



	Status
	Identify the status of the risk as ‘Open’ or  ‘Closed’  
‘Open’ risks have a likelihood between 0 and 100%.
‘Closed’ risks have either reached 0% or 100% likelihood.  The latter have become issues, and should be transferred to the ‘Issues’ worksheet. 

	Date Closed
	Enter the date that the risk was ‘Closed’. 


7.3. Process improvement

a. Improvements and recommended changes can be made to the Risk Management Work Instruction to address process related issues by submitting suggestions to SDAB process owners via the SDAB Process Improvement website found in the SDAB Process Document web page.
8 Process and Product Quality Assurance (PPQA)  

Process and product Quality Assurance verification of the Risk Management Work Instruction will be accomplished by SDAB PPQA Rep review of risk management activities during the conduct of Project Monitoring and Control Process Audits.

9 Configuration Management 

Configuration management of the risk management records is the responsibility of the Project Lead and will be performed in accordance with the project’s Software Project Management Plan, Section 4.3.3 Data Management Plan. 

· The SDAB PPQA Rep will verify data management of the risk management records during the conduct of Project Monitoring and Control Process Audits.

10 Records
The Project Lead will ensure that risk management related records are retained for historical reference.

11 Metrics
The risk management related records shall capture the number and status of project risks identified and managed to closure and any actions taken.
12 Completion Criteria
The Risk Management Work Instruction activities end when the project is closed and all risk management related records have been archived.  
13 References 

· SDAB Project Planning Work Instruction, LaSRS++0040
Appendix A - Risk Identification
The following provides a list of questions that can be used to identify potential project risks.  Consider each of the questions below and determine an answer (yes, no, or uncertain) for each question that is appropriate for this project, at this time.  A yes answer shows no indication of risk.  A no or uncertain answer may be a symptom of a risk.

These questions do not represent an exhaustive set of all possible sources of risk, and the questionnaire should be expanded to include any additional questions that may be appropriate for your project.

Organizational Structure
 
 
 
 
 
 
 

Is the organization's current structure adequate to support this project?
 
 
 
 
 
 
 

Has management authority/responsibility been clearly established and accepted?
 
 

Do managers communicate timely and effectively both up and down the organization?
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Organizational Policies
 
 
 
 
 
 
 
 
 

Are all project personnel oriented toward quality procedures and aware of organizational policies?
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Organizational Capability
 
 
 
 
 
 
 

Are the current support facilities sufficient to support the project's needs?
 
 
 
 
 
 
 

Are the current customer communications sufficient to support the project's needs?
 
 

Are existing procedures adequate for monitoring the status of the project?
 
 
 
 
 
 
 

Does the project currently have staffing for all required technical skills?
 
 
 

Are all contract agreements and understandings in writing?
 
 
 
 

Is the contract vehicle or customer agreement appropriate for this project?
 
 
 

Is the current contract administration appropriate and sufficient for the needs of this project?
 
 
 

Is the staff adequately trained to accurately complete all the work required for this project?
 
 
 
 
 
 


 
 
 
 
 

Project Management Process
 
 
 
 
 
 
 
 
 
 

Have project milestones been defined to a level of detail sufficient for monitoring progress?
 
 
 
 
 

 

Is resource management process adequate to meet the needs of the project?
 
 
 
 
 

Are the schedule estimates stable and reasonable?
 
 
  
 
 

Is sufficient time scheduled for unanticipated updates?
 
 
 
  

Are contingency plans and reserves adequate to cover all likely situations?
 
 
 

 
 
 
 
 

Configuration Management
 
 
 
 
 
 
 

Is the existing configuration control of management artifacts sufficient and appropriate for the project?

Is the auditing of management artifacts sufficient and appropriate for the project's needs?
 
 

Is the existing baseline of management artifacts sufficient and appropriate for the project's needs?

Quality Management
 
 
 
 
 
 
 
  

Are the existing process reviews sufficient and appropriate for the project's needs?
 
 

Are the existing product (technical) reviews sufficient and appropriate for the project's needs?
 
 


 
 
 
 
 

Project Definition
 
 
 
 
 
 
 
 

Do all stakeholders understand the customer request and requirements?
 

 
 
 
 
 
 
 
 
 
 

Are all management assumptions documented and based on a reasonable interpretation?
 

Are the project's completion criteria well defined? 
 
 
 
 
 

Is the client sure that what they have requested is what they actually need?
 
 
 

Are all internal/external management stakeholders/interfaces documented?
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
Product Life Cycle
 
 
 
 
 
 
 
 

Is the selected life–cycle model appropriate for the situation?
 
 
 
 

Have product development milestones been defined sufficiently to effectively monitor progress?
 
 
 
 
 
 
 
 
 

Are all project support requirements specified and understood?
 
 
 

 
 
 
 
 
 
 


 
 
 
 
 
 
 
 
 
 
 

Requirements
 
 
 
 
 
 
 
 

Do existing and planned prototypes provide a realistic interpretation of the system?
 
 
 

Are the requirement specifications unambiguous?
 
 
 
 
 

Are all requirements compatible with each other?
 
 
 
 
 

Are the requirement specifications testable?
 
 
 
 
 

Are the functional requirements complete and feasible?
 
 
 
 

Are the safety requirements clear and reasonable?
 
 
 
 
 
 
 
 
 

Have all other nonfunctional requirements been considered?
 
 
 
 
 
 
 
 
 
 
 

Do the defined tests provide adequate coverage?
 
 
 
 
 
 
 

Can the requirements be allocated into stages?
 
 
 
 
 
 
 
 
 
 
 
 
 

Have all new facility requirements (power, cooling, etc.) been identified?
 
 
 

Algorithms
 
 
 
 
 
 
 
 

Are the selected algorithms efficient enough to satisfy the product's performance requirements?
 

Are the selected algorithms easy to implement?
 
 
 
 
 

Are the selected algorithms tolerant or resistant to faults?
 
 
 
 

Are the selected algorithms sufficiently accurate to satisfy the user's needs?
 
 


 
 

Design
 
 
 
 
 
 
 
 
 

Is the current architecture/designe description accurate?
 
 
 
 
 

Is each design component description complete?
 
 
 
 
 

Are all required changes documented?
 
 
 
 
 

Are all architecture/design (hardware, network, software, database, etc.) elements identified?
 
 
 
 
 
 

Is each defined well enough to develop an acceptance test procedure for that segment? 
 

Are derived requirements for each segment compatible with the project requirements?
 
 
 
 
 
  
 
 

Are all interfaces between architectural elements described clearly and completely?
 
 
 
 

Are all modifications to the architecture element descriptions complete?
 
 
 

Can each modification be mapped to a specific requirement?
 
 
 
  
 
 
 
 
 
 
 
 

Is the design straightforward (not overly complex)?
 
 
 
 
 

Does the design provide for efficient implementation?
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Are internal interfaces clearly defined and adequate?
 
 
 

 
 
 
 
 
 
 
 


 
 

Implementation
 
 
 
 
 
 
 
 

Does the implementation allow for reasonable growth?
 
 
 
 

Does the implementation take advantage of newer technology? 
 
 
 

Is the implementation straightforward (not overly complex)?
 
 
 
 

Does the performance of the code satisfy the timing requirements?
 
 
 
 
 
 
 
 
 

Does the implementation satisfy the design specification completely / accurately?
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