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Note 1: This template is provided as a Microsoft Word Document. However, a software management plan (SMP) can have any form and is best expressed in a form that integrates well with the team’s development environment. For example, the SMP can be a wiki page if the team uses a wiki to record other project information.
Note 2: Text in black is example text and should be replaced. Text in grey is guidance and can be removed from the final document. 
Note 3: If a higher-level project plan covers the content outlined in this software management plan (SMP) template, then a separate SMP is not necessary.
Note 4: This template is based on full compliance of NPR 7150.2 requirements that are allocated to Class D and are relevant to software that is not safety critical. When a project tailors down or tailors out requirements with technical authority approvals, the related content of this template may no longer apply.  Appendix A maps each SWE requirement to the relevant SMP section. Projects developing safety-critical software will need to augment this template to address requirements SWE-023 and SWE-134.
Note 5: Some examples repeat text from SWE requirements to achieve full compliance. This most often occurs for multi-part SWE requirements. These requirements often delve into details whose implementation is highly dependent on project organization or technical solution details; therefore, no generic example can be provided.
[bookmark: _Toc200118117]Overview
[bookmark: _Toc200118118]Scope
This software management plan (SMP) describes the software management practices and activities of Project X. Project X will develop features A, B, and C to address the Level II milestone M of Program Q.
The scope identifies the project and the software products and services within the scope of the project. The scope may also address the following topics: relationship of the software project to higher-level projects, the system context for the software products, a summarized concept of operation, relationship of the plan to other plans, and software products or services not within scope.
[bookmark: _Toc200118119]Products, Classification and Safety Criticality
Project X will develop the software products listed in Table 1 in compliance with the listed classification and safety-critical determination. The Center Software Assurance Manager has confirmed the software classification and safety-critical determination as documented in the Software Assurance Classification Report (SACR) for Project X. 
[bookmark: _Ref77763419][bookmark: _Toc200118149]Table 1 Products and Product Classification
	Software Product
	NPR 7150.2 Classification
	NASA-STD-8739.8 Safety Criticality

	Product XYZ
	Class D
	No



Lists each of the software products or the systems and subsystems containing software that are within scope and identify the software classification and safety-critical determination of those products, systems, or subsystems.
[bookmark: _Ref84517898][bookmark: _Ref85474904][bookmark: _Ref85474910][bookmark: _Toc200118120]Organization
Use this section to establish roles, responsibilities, and authority for software activities within the project and to identify stakeholders. Project organizational structure should show authority and responsibility of each organizational unit, including contractual suppliers and external organizations (e.g., universities, other government organizations, and industry partners).

Figure 1 depicts the organization of Project X. Software is an element of the project developed by the Software Team. The Project X Office, led by the Project Manager, provides direction on scope, schedule, and budget to the software team. The Principal Investigator works with the Project X Office and Software Team to define the scope of the software including technical objectives, requirements, and acceptance criteria. The Software Team communicates with the Hardware Team developing the computing platform for the software and the Operations Team who will execute the software during the experiment campaign.

[bookmark: _Ref83731232]Figure 1 Project Organization
Each of the organizations depicted in Figure 1 is a stakeholder in the development of the Project X software. Table 3 names the points of contact for each organization.
The project may record the list of stakeholder points of contact in a separate document to facilitate real-time updates to the information.

[bookmark: _Ref83731813][bookmark: _Toc200118150]Table 2 Stakeholder Points of Contact
	Role
	Name

	Project Manager
	Tan Lee

	Principal Investigator
	John Doe

	Software Lead
	Jane Smith

	[bookmark: _Int_bRl4l4br]Hardware Lead
	Jose Gomez

	Operations Lead
	Sandra Knox




Note on Project Management of Software
The next three sections cover project management topics of staffing, schedule, and budget. Unless the software is the project, managing software as a distinct subproject can be a challenge. This is especially difficult when software is incidental to work performed by other engineering disciplines. In this case, the developers are often experts in the other engineering disciplines, and software coding is a second skill. Moreover, those developers may not be able to separate and track the software coding from the other discipline work. In this situation, it is simpler to manage the work at the level of the engineering discipline or higher. As another challenge, the project decides how it distributes project management responsibilities. In general, project management either centrally manages the project or uses a hierarchical model in which they delegate management responsibilities to subsystems and roll up summary tasks into an integrated master schedule. Project management may decide not to delegate project management responsibilities down to the software level. If project management responsibility ends at a higher level, then the SMP will mostly reference the higher-level project management plan or subsystem management plan for details. Nevertheless, those higher-level plans are required to address the software activities in their plans in compliance with NPR 7150.2 requirements for project management.
[bookmark: _Toc200118121]Staffing
Table 2 lists the staff of Project X that will participate in software development activities described in this plan. The table shows the role and total time commitment of individuals on the project. 
[bookmark: _Ref77766301][bookmark: _Ref199417618][bookmark: _Toc200118151]Table 3 Staffing
	Name
	Role
	Time Commitment

	John Doe
	Principal Investigator
	0.25 FTE

	Jane Smith
	Software Lead
	0.50 FTE

	Jose Garcia
	Researcher
	0.50 FTE

	Don Marco
	Developer
	0.75 FTE

	Liz Wen
	Developer
	0.50 FTE



Identify the individuals assigned to the project and their time commitment. For individuals performing other discipline work in addition to developing software, you can list their full commitment to the project and do not need to subdivide their time. If this information is detailed in another document or higher-level plan, you can reference that document.
[bookmark: _Ref124174711][bookmark: _Ref124175363][bookmark: _Toc200118122]Schedule
This section describes how the project schedules software work and references the location of the working schedule. Class D projects can schedule work using milestones, using releases and sprints (Agile), or using Gantt scheduling of a work break down structure. SWE-016 requires that the schedule present interactions with other parts or the project (higher-level tasks, hardware, operations, other software teams, etc.), and the schedule includes any dependencies between software tasks that determine when or in what order software tasks can start (e.g., lead times, predecessor-successor relationships). If project management doesn’t delegate project management responsibilities to the software level, then reference the reference the higher-level plan that covers the software.
Table 4 shows the software schedule for Project X.  This schedule is integrated into the Project X master schedule and tracked per section 4 of the Project X Project Management Plan.
[bookmark: _Ref199928920][bookmark: _Toc200118152]Table 4 Schedule for Product XYZ
	Task
	Month starting October 2022

	
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Feature A
	
	
	
	
	
	
	
	
	

	Feature B
	
	
	
	
	
	
	
	
	

	Feature C
	
	
	
	
	
	
	
	
	

	Integration & Test
	
	
	
	
	
	
	
	
	

	Release & Acceptance Test
	
	
	
	
	
	
	
	
	



[bookmark: _Ref113031869][bookmark: _Toc200118123]Budget
Class D projects are required to provide one estimate for the software to be developed that covers all the lifecycle phases of the project. Additional, Class D projects are required to track actual cost against that estimate and take corrective action as necessary. Most often, the budget for software consists of labor costs and other direct costs. At the software level, labor costs can be budgeted and tracked either in units of time worked (hours, FTE/WYE) or dollars. Direct costs (in dollars) may include, but are not limited to, costs for new computing hardware, new software licenses, services (e.g., cloud computing), consulting, training, or travel. If project management doesn’t delegate project management responsibilities to the software level, then reference the reference the higher-level plan that covers the software.
As shown in Table 3 Staffing, 2.5 total FTE of labor are budgeted for development of Product XYZ. Project X will also expense the direct costs listed in Table 5. Labor and direct costs are integrated into the budget for Project X and tracked per section 5 of the Project X Project Management Plan.
[bookmark: _Ref124174513][bookmark: _Toc200118153]Table 5 Project X Direct Costs
	Cost Item
	Estimated Cost

	NeuSoftware Training Course
	$4,500

	NeuSoftware licenses
	$30,000

	GreyCloud service costs
	$7,000

	Registration and Travel to ProfSoc Conference 
	$9,000



[bookmark: _Ref113030044][bookmark: _Ref113031712][bookmark: _Ref124430302][bookmark: _Ref199938266][bookmark: _Toc200118124]Reviews
This section describes the reviews that projects will hold with stakeholders. Such reviews may include but are not limited to project tag-ups, project status/progress reviews, project quarterly reviews, technical quality reviews, technical interchange meetings, release planning, sprint planning, daily scrum meetings, major milestone reviews, and audits. [SWE-024, SWE-037, SWE-039] The section also describes how the project records and tracks action items from reviews. [SWE-024] Some or all reviews may be held at the project level. The SMP can reference the Project Management Plan for details on those reviews and only describe, in this section, any software specific activities needed to support those project reviews. 
The software team participates in the Project X bi-weekly status meeting and the Project X milestone reviews. These are described in section 6 of the Project X Project Management Plan. Additionally, the project holds monthly tag-ups with stakeholders and holds ad-hoc software demonstrations as key features of the software are implemented. The team may also hold technical interchange meetings with stakeholders on an as-needed basis. The Software Lead establishes the agenda and invite list for each review. The team uses for reviews for the following activities which may be reflected in meeting agendas: tracking actual results against plans, reviewing developer progress, reviewing the software schedule, auditing software development processes and practices, monitoring product integration, reviewing verification activities, identifying inconsistencies among requirements, plans, and software products, and validating new and modified requirements. The software lead records and tracks software action items using a Microsoft Planner Kanban board located in Microsoft Teams under Project X  >  General Channel.
[bookmark: _Toc200118125]Software Development Process
This section establishes and maintains the software processes and tasks as required by SWE-036. It also defines the project implementation of NPR 7150.2 requirements for requirements management, implementation, verification, and validation. If the project intends to develop reusable software, then ensure that the processes include activities or requirements to promote the development of reusable software (see NPR 7150.2 SWE-147).
[bookmark: _Ref85207135][bookmark: _Toc200118126]Requirements Management 
Describe the process to develop and maintain the software requirements, establish & maintain requirements traceability, and track requirements changes. NPR 7150.2 requires “Class D” projects to:
a. establish, capture, record, approve, and maintain software requirements, including requirements for non-developed software (SWE-050)
b. track and manage changes to the software requirements (SWE-053)
c. identify, initiate corrective actions, and track until closure inconsistencies among requirements, project plans, and software products (SWE-054). Inconsistencies between software requirements and software products may be handled by the non-conformance (aka defect) tracking process.
d. perform requirements validation to ensure that the software will perform as intended in the customer environment. (SWE-055)
e. shall perform, record, and maintain bi-directional traceability between requirements and tests and requirements and non-conformances (SWE-052)
Project X established and validated the initial software requirements with stakeholders at the Project X Software Planning Workshop. Software requirements are recorded in the Project X Software Requirements Workbook stored on Microsoft Teams under Project X > General Channel > Files > project_x_software_workbook.xlsx. Changes to requirements are submitted and tracked to closure using the Project X change tracking system as described in section 7 of the Project X Project Management Plan. The Software Lead updates the workbook when the Project Manager approves changes and issues a new version of the workbook. The software team manages inconsistencies between requirements and other project artifacts identified during reviews using action items per section 6 or identified during verification activities using non-conformances per section 7.3.3. Project X also uses the workbook to record traceability between requirements, tests, and non-conformances. The workbook contains a row for each requirement and uses additional columns to record related tests and open non-conformances. The software team populates the test column with related test case number(s) and the test status column with the number(s) of any related and open non-conformances. The software team also uses the test status column to report test results as described in section 7.3.3.
[bookmark: _Ref112858317][bookmark: _Ref112858323][bookmark: _Ref124178445][bookmark: _Toc200118127]Implementation Process
Describe the process, techniques, or tools for software construction. This section should also address, as applicable, how the project will meet NPR 7150.2 requirements for off-the-shelf software, open-source software, and auto-generated software. For Class D, this section should address the following:
· Coding methods, standards, and criteria (SWE-061)
· Static analysis tools (SWE-0135)
· Non-developed software (SWE-027), if applicable, see section 7.2.1.
· Autogenerated software (SWE-206), if applicable, see section 7.2.2.
Developers will implement the software in C++ using Microsoft Visual Studio. Developers will manage the source code and related files using NASA’s Github Enterprise at developer.nasa.gov (see section 8.1). The developers will write code in accordance with the X059 Branch Coding Standard. The team will use the static analysis tool Cppcheck to scan the code for errors before running verification and validation tests. 
[bookmark: _Ref85542059][bookmark: _Toc200118128]Non-Developed Software
(As needed) This subsection addresses SWE-027 COTS, GOTS, MOTS, OSS, or reused software. SWE-027 requires that for each non-developed software item that is acquired or reused:
a. The requirements to be met by the software component are identified.
b. The software component includes documentation to fulfill its intended purpose (e.g., usage instructions).
c. Proprietary rights, usage rights, ownership, warranty, licensing rights, and transfer rights have been addressed.
d. Future support for the software product is planned and adequate for project needs.
e. The software component is verified and validated to the same level required to accept a similar developed software component for its intended use.
f. The project has a plan to perform periodic assessments of vendor reported defects to ensure the defects do not impact the selected software components.
How the project meets these requirements is often dependent on the non-developed software being acquired or reused. The example provides a general process for open-source software. This subsection can be removed if the project will not use any non-developed software.
Project X anticipates using several open-source software (OSS) packages to develop Product XYZ. The project will use its requirements workbook (see section 7.1) to trace each OSS package to the software requirements that it fulfills. Project X will request each OSS package through Commercial IT Request (CITR) which includes both a legal review of the open-source license and a supply chain analysis of the OSS package. Product XYZ supports research expected to complete in two years; therefore, no long-term support of OSS packages is necessary. To verify and validate the OSS packages, each package will be unit tested against its allocated software requirements and the OSS packages will be integrated into Product XYZ prior to running verification, validation, and acceptance tests (see section 7.3). The Software Lead will also keep tabs on the public issues list of each OSS package for open issues relevant to Product XYZ. 
[bookmark: _Ref85542281][bookmark: _Toc200118129]Auto-Generated Software
(As needed) Describe the environment for auto-generating software and identify what files the project must manage to reproduce auto-generated code. This section can be removed if the project will not auto-generate software. No example text is given for this subsection.
[bookmark: _Toc200118130]Build Management and Product Integration
(Optional) SWE-039 requires the project to allow project management and software assurance personnel to monitor product integration. The need to formally define a product integration activity vary widely among Class D projects. For example, a distributed simulation that connects simulation hosts, simulators, ground stations, etc. will need a well-orchestrated product integration activity. However, a standalone analysis code written entirely in MATLAB may require none. In many cases, the product integration activity will be equivalent to the build and install activity. This is reflected in the example below.
Project X uses CMake to build and integrate Product XYZ. The project uses a hierarchy of CMakeLists.txt files to build individual components of Product XYZ, to integrate select components into libraries, and to integrate libraries and remaining components into the Product XYZ executable.
[bookmark: _Ref85208688][bookmark: _Toc200118131]Verification and Validation
Describe the verification and validation process. This item should address the verification and validation methods and techniques (e.g., peer review, test, static analysis), how those methods and techniques are integrated into the software lifecycle, and how the project documents and tracks defects to closure.
[bookmark: _Ref84517168][bookmark: _Ref112833488][bookmark: _Ref123833993][bookmark: _Toc200118132]Acceptance Criteria and Activities
SWE-034 requires the project to define and document the acceptance criteria for the software. The acceptance criteria may be defined in the plan or defined separately and referenced in the plan. For software developed under contract, the acceptance criteria should be defined in the contract. Acceptance criteria is simply defined as “criteria that a system or component must satisfy in order to be accepted by a user, customer, or other authorized entity” (ISO/IEC/IEEE 24765:2017 Systems and software engineering-Vocabulary) or “a set of conditions that is required to be met before deliverables are accepted” (A Guide to the Project Management Body of Knowledge -- Sixth Edition).
Below are some generic examples of acceptance criterion. Guidance for SWE-034 Acceptance Criteria in the Software Engineering Handbook provides a broader list of criteria. Projects should write their criteria with appropriate specificity to reduce potential disagreement over whether the software meets the criteria. Furthermore, the acceptance criteria should include project-specific technical performance and user experience criterion when appropriate.
· Each assigned epic, story, and task in Jira has met its definition of done and is closed.
· The software version presented for acceptance successfully completes the nightly build and test.
· The developers provide evidence, in electronic format, that each software requirement has been verified by test, demonstration, analysis, or inspection (e.g., requirements traceability plus test reports).
· Issues identified by static analysis tools have been corrected, identified as a false positive, or identified as not a problem.
· All non-conformances have been closed by fixing the non-conformance, by NASA accepting workarounds for the non-conformance, or by NASA accepting the non-conformance as-is.
· The developers provide quantitative evidence that the software meets performance requirements (e.g., runtime, real-time execution, CPU utilization, memory utilization, number of transactions).
· Code coverage analysis shows that every line of code has been tested or untested lines of code have been reviewed and approved as an acceptable risk.
· NASA witnesses successful validation testing of the software in a representative environment or the target environment.
· NASA successfully builds, installs, and executes a test run of the software on the target platform.
· NASA performs a 30-day trial run with the software and all reported issues are fixed or are accepted as-is or with workarounds by mutual agreement.
· [bookmark: _Hlk112683859]NASA has reviewed and accepted the software version description for the software.
· NASA has reviewed and accepted the user documentation for the software.
· The developers have submitted a New Technology Report for the software.
· The developers have acquired and transferred to NASA all third-party licenses required to execute the software.
In this section, the project also documents the tasks or activities that the project will perform to support NASA evaluation of the acceptance criteria. The project may act as a supplier only in the acceptance activities or may act as both the supplier and acquirer (i.e., NASA) in these activities. In the latter case, using different personnel to act as supplier and acquirer is recommended.
Product XYZ shall meet the following criteria before it is accepted for use:
1. Product XYZ demonstrates the ability to execute one million, randomly generated scenarios in an hour on a sever with 16 Intel Coffee Lake cores and 64 GB of RAM. 
2. The Principal Investigator has reviewed a random selection of 10 executed scenarios and determined that they are of adequate fidelity based on engineering judgement. 
3. The Principal Investigator has reviewed and accepted the software version description for Product XYZ including its list of any uncorrected non-conformances and unresolved issues from peer reviews, static analysis, and test coverage.
4. The Principal Investigator has reviewed and accepted the user manual.
[bookmark: _Toc200118133]Unit Testing
Describe the unit testing process. Unit testing is typically performed by developers on software components prior to integrating the software components; alternatively, unit testing refers to developer testing of their code prior to submitting the code for integration (aka merging) onto the shared codebase. Unit tests may or may not be used to demonstrate verification against requirements for the purpose of accepting the software or to fulfill test coverage requirements. When they are not verification tests, unit testing can be performed with little formality. However, when unit tests are used as a test of record to verify the software against requirements or to claim test coverage, then those unit tests are planned, defined, and recorded per section 7.3.3. In projects where the developers also perform verification and validation testing (i.e., there is not an independent test team), there may not be a distinction between unit testing and V&V testing, especially when a project uses a test-first or continuous integration approach (e.g., nightly builds). In these cases, this section can be combined with the next section on Verification and Validation Testing. Lastly, unit testing is most effective when the project designs the software to test key requirements at the unit level. However, projects are not required to document a design for class D software. Therefore, unit testing for class D software may simply be opportunistic. As a result, there is no expectation that a project tests every unit; however, the project should ensure that units providing essential features or functions are unit tested.
Developers will create unit tests for their code before submitting the code for integration into the shared code base. Unit tests provide a reasonable assurance that the code executes and executes correctly before the code is shared with the rest of the team. This plan doesn’t mandate a standard for unit tests, but developers are encouraged to use Google Test to create unit tests. Developers will store unit tests for a software unit in a subdirectory of the subject software unit and include a README text file or HTML file that explains how to build, run, and interpret the unit tests. 
[bookmark: _Ref85553219][bookmark: _Toc200118134]Verification and Validation Testing
This section describes how the project plans, defines, and performs verification and validation tests (i.e., those tests that the project relies on to verify and validate the software). Verification tests verify the software against requirements. These tests may be referred to as integration tests, system tests, qualification tests, or nightly builds (for those using continuous integration). Validation tests validate the software against its intended use. Validation tests typically run the software through operational scenarios on the target platform or a high-fidelity simulation. Validation testing may be referred to as alpha testing, beta testing, demonstrations (e.g., sprint demos), checkout, rehearsal, or acceptance testing. In validation tests, users or operators are typically the ones executing the software, or they witness execution of the software. Verification and validation tests do not have to be distinctly separate sets of tests. Some or all tests can serve both verification and validation. The project simply defines those tests to produce both verification and validation evidence. Per NPR 7150.2, projects must produce a test plan(s), test procedures, and test reports for verification and validation tests. Projects must also measure and analyze code coverage of these tests. Additionally, projects must also create and maintain any code written to execute test procedures. Class D can meet these requirements with a minimum of formality.
Project X will document a test plan on the Project X SharePoint site and base the plan on the outline in LPR 7150.2B Appendix E.3. The test plan will describe each test case with sufficient detail to plan and execute the test and will give each test case an alphanumeric ID for tracing.  The project will use the Project X Software Requirements Workbook for tracing and tracking tests per section 7.1. This workbook will also serve as the test report. It contains a row for each requirement. Columns of the workbook then specify the test case, test status, and testing notes related to each requirement. The software team will record and track non-conformances encountered in testing using Bugzilla. The software team will record the Bugzilla ID for a non-conformance as test status in the Project X Software Requirements Workbook until the non-conformance is resolved. When a test completes successfully, the software team will change the test status to “Pass.”  Important information about the execution of the test or decisions to accept non-conformances are recorded in the testing notes of the Project X Software Requirements Workbook. 
Any code written to execute procedures for verification and validation tests will be stored either in the source code repository for Product XYZ or in its own repository (e.g., for executables that simulate or emulate the target environment or system).
[bookmark: _Toc200118135]Code Coverage
This section describes how the project will measure the code coverage of tests and how the project utilizes, tracks, and reports code coverage data. [SWE-189] Note that code coverage tools are not available for all programming languages and environments. In these or other cases, SWE-189 may be tailored out with the approval of the Engineering Technical Authority, and this section can be deleted.
Project X will use gcov to measure the code coverage of verification and validation tests. Because Product XYZ is not safety or mission critical, Project X has a goal but not a requirement for 100% code coverage in testing. Project X will assess uncovered lines of code to determine the necessity of testing those uncovered lines. The Software Lead will retain and maintain the cumulative gcov results as the report of code coverage.
[bookmark: _Toc200118136]Configuration and Data Management
[bookmark: _Ref84521891][bookmark: _Ref85542742][bookmark: _Ref85543242][bookmark: _Toc200118137]Configuration Management
Software configuration management (SCM) consists of five activities: configuration identification, configuration control, status accounting, configuration audits, and software release. 
Configuration identification identifies the software products (e.g., software documents, code, and data) to be placed under configuration control and how those products are versioned. These software products are called configuration items.
Configuration control is the process for submitting, evaluating, and approving changes to configuration items.
Status accounting is the process for preparing and maintaining records of the configuration status of configuration items. Most records are automatically produced by SCM software. The Software Version Description is the one status accounting record explicitly required by NPR 7150.2.
Configuration audits establish that a version or release of a configuration item is complete and correct and verify that the configuration item conforms to its documentation.
The software release process consists of the procedures for the storage, handling, delivery, release, and backup of deliverable software products and data.
When the SCM process becomes complex due to the size of the team, number of configuration items, or other factors, the project may need to define the SCM process in a separate software configuration management plan. See LPR 7150.2B Appendix E.2 for the outline of an SCM plan.
The Software Lead manages the software configuration management (SCM) process for Project X and makes SCM decisions. Software configuration items are stored on developer.nasa.gov, a Github Enterprise repository. Project X has one software configuration item, Product XYZ. Project X labels versions of Product XYZ using a major and minor revision number. The major revision number increments with each release and the minor revision number increments with each merge of unit-tested updates. 
Change requests are submitted and tracked to closure using the Project X change tracking system as described in section 7 of the Project X Project Management Plan. Non-conformances are submitted and tracked in Bugzilla per section 7.3.3. 
Github Enterprise automatically captures information about change history and in-progress work, and it provides commands that the Software Lead and developers can use to query the configuration status of Product XYZ. To supplement this capture, team members will summarize changes in commit messages. Additionally, the Software Lead will create annotated tags for each Product XYZ version and use the tag message to summarize the changes in the new version.
The Software Lead relies on the test report (see section 7.3.3) and bug status in Bugzilla to functionally audit each Product XYZ release. The Software Lead will review the test report and bug status in Bugzilla to assure that all requirements, change requests, and bugs associated with the release have been verified or resolved. The Software Lead also performs a physical audit of each release; the Software Lead verifies that the Product XYZ Software Version Description and the Product XYZ User Document accurately describe the new release.
The Software Lead manages the release of Product XYZ. The Software Lead creates the Product XYZ Software Version Description (SVD) and stores it in the source code repository to be configuration controlled and labeled alongside the source code. The Product XYZ Software Version Description contains the recommended content defined in LPR 7150.2B Appendix E.12 Software Version Description. The Software Lead will then tag the new release using a tag that increments the major revision number and sets the minor revision number to zero. The software lead will apply the tag to source code, build files (e.g., makefiles), the software version description, user documentation, and any other files required to install, use, and maintain the software. Users can obtain the new release directly from the repository. Project X relies on the backup policy of developer.nasa.gov for backups of Product XYZ.
[bookmark: _Toc200118138]Data Management
NPR 7150.2 does not directly contain data management requirements. However, SWE-036 does require the project to list electronic products. SWE-040 does require NASA be granted access to specific electronic products. Lastly, SWE-174 requires access to project measurement repositories, which can be limited to cost estimates and planning parameters for Class D. SWE-176 requires projects to maintain records of the requirements mapping matrix and independent software classification (by software assurance). SWE-206 requires access to models, simulations, and data for autogenerated software. Therefore, it is a best practice to identify the project’s important software artifacts, including electronic products, and document where the project stores them. Projects may also benefit by adding a column to assign responsibility for each artifact.
Table 5 lists the project’s software artifacts and identifies the location where the artifacts are stored. All storage locations are backed up by the system administrator of the host system. The NASA OCIO manages backups of developer.nasa.gov and Microsoft Teams. Branch X059 performs backups of org-server to Langley’s Central Storage System (CSS).
[bookmark: _Ref77837578][bookmark: _Toc200118154]Table 6 Storage of Software Artifacts
	Software Artifact
	Storage Location

	Compiled executable
	\\org-server\projects\project_x\software\
latest_release

	Product XYZ Non-conformances
	Issues in Bugzilla on org-server.larc.nasa.gov under Project X

	Product XYZ Requirements
	Project X Software Requirements Workbook on Microsoft Teams under Project X > General Channel > Files >  Software > project_x_software_workbook.xlsx

	Product XYZ Source Code
	Github Enterprise on developer.nasa.gov under Project X.

	Product XYZ Test Plan
	Project X SharePoint site

	Product XYZ Test Procedures
	Project X SharePoint site

	Product XYZ Test Reports
	Project X Software Requirements Workbook on Microsoft Teams under Project X > General Channel > Files > Software > project_x_software_workbook.xlsx

	Project X Software Action Items and Schedule
	Project X Microsoft Team, Kanban planner under General Channel 

	Project X Software Change Requests
	Issues in Jira on org-server.larc.nasa.gov under Project X

	Project X Software Requirements Mapping Matrix (RMM)
	Project X Microsoft Team under General Channel > Files > Software > project_x_class_d_rmm.xlsx

	Project X Software Assurance Classification Report (SACR)
	Project X Microsoft Team under General Channel > Files > Software > project_x_sacr.docx

	Software Management Plan
	Project X Microsoft Team under General Channel > Files > Software > software_management_plan.docx



[bookmark: _Toc200118139]Deliverables
List the software deliverables and the action required upon NASA receipt of each deliverable [SWE-036]. If applicable, this list shall include appropriate records, including as-built records, to support the operations and maintenance phase of the software’s life cycle [SWE-077]. Such records are important when a different team that the development team will operate and/or maintain the software.
Table 5 lists the project’s software deliverables and the action required upon NASA receipt of the deliverable. 
[bookmark: _Toc200118155]Table 7 Software Deliverables
	Software Deliverable
	NASA Action

	Product XYZ
	Evaluate acceptance criteria per section 7.2.1

	Licenses for NotFree libraries
	Review license terms, number of licenses, license type, and license duration within 30 calendar days of receipt


[bookmark: _Ref124503543][bookmark: _Toc200118140]Operations, maintenance, and retirement
This example shows how activities for software operations, maintenance, and retirement may be presented within an SMP for projects with a short operational lifespan. Projects with a multi-year operations phase may be better served with a separate plan. especially if operations and maintenance will transition to a new team. Projects can have varying degrees of responsibility after releasing completed software and some or all subsections may not be applicable to the development project. However, NASA is responsible for ensuring that software operations, maintenance, and/or retirement activities are planned by the responsible party(ies) receiving the software. If the software is part of a NASA system, then some or all content in this section may be addressed in a system-level operations and maintenance plan(s). In this case, reference the system level plan.
NOTE: Research projects may develop single-use software, i.e., non-reusable software written to conduct a specific experiment or set of experiments. The team performs a limited set of executions over a concentrated period. The software is often mothballed once results are published unless future events require the team to revisit results or perform additional experiments with the software. In this case, the operations, maintenance, and retirement activities may be simple enough to express in a paragraph and there is no need to divide the activity into subsections as shown in this example.
[bookmark: _Ref112858589][bookmark: _Toc200118141]Software Operations
Software operations covers the process for installing the software on the target system and operating the software for its intended use. Software installation may cover procedures for final build of the software (if not described in section 8.1 Configuration Management), installation of the software on the target platform, and verifying the install is complete and correct. Software operations may cover training of operators, granting operator access and permissions, preparations necessary before running the software, procedures for executing the software & monitoring its execution, procedures for handling software warnings, errors, or abnormal shutdown, procedures for normal software shutdown, and post shutdown activities.
The software team will produce a clean build of the Product XYZ release on the branch server. The team will develop a python script to a) set up the computing environment, b) select the input files for the scenario, c) configure Product XYZ for the scenario, d) execute Product XYZ while capturing output to a log file, and e) perform post-processing of the results. The team will schedule the script to run after business hours to prevent disruption of regular work on the server. The next day, the Principal Investigator (PI) will examine the log file to verify that the run executed cleanly and examine results to verify that the run executed the scenario as intended. The PI will report any issues with Product XYZ identified as part of this review per section 9.2 Software Maintenance. 
[bookmark: _Ref112834205][bookmark: _Toc200118142]Software Maintenance
Software maintenance covers bug fixes and minor enhancements to a software release in operation. Development of new features should be conducted as a new development increment or a new project with software requirements, a budget, and a schedule, under a new or revised Software Management Plan. Content described here may reference activities described elsewhere in this plan and extend them into the maintenance and operations phase of the project. The maintenance plan should generally describe processes and procedures for maintenance process implementation, problem and modification analysis, modification implementation, maintenance acceptance, and migration.
Maintenance process implementation covers the process for requesting maintenance. This process area may include a) the process for user reporting of defects in operation and for submitting requests for minor enhancements, b) the process for notifying relevant stakeholders of requests for maintenance, and c) how status of maintenance requests is tracked. 
Problem and modification analysis defines how the project will analyze maintenance requests and disposition the requests. Analysis assesses the estimated cost and effort to implement a request, the impact of a request to the software products and their use, and the risks associated with a request. Maintenance process implementation and problem & modification analysis can be the same as the change request process documented under software configuration management in section 8.1.
Modification implementation is the process that transforms approved maintenance requests to verified implementations. In addition to modifying the software item, this process may include updates to the documented software requirements, software test documentation, and end-user documentation. The process should also describe how the software modification will be verified and validated to the same level of confidence as the original software. 
Maintenance acceptance covers the process for closing the maintenance request and transitioning the modified software to the operating environment. 
Migration covers the process for modifying, verifying, and validating the software in a new environment to the same level of confidence as the old environment. This item applies only when the project plans to migrate the software from an old operating environment to a new operating environment. This activity is not typical for a short operation phase and can be omitted as not applicable.
The maintenance process begins with the submission of a bug report in Bugzilla. Bugzilla will notify the Software Lead of the submission. The Software Lead will assign a software developer to analyze the bug report. The software developer will verify that the problem can be reproduced and will identify possible solutions. The software developer will assess the cost, effort, and schedule for those solutions as well as the impact of the solutions on Product XYZ or operations. The software developer will attach their assessment to the bug report and notify the Software Lead. If the Software Lead approves a solution, the Software Lead will assign the bug report to a software developer for implementation and will add a task to the project schedule. From here, implementation proceeds as described in section 7.2 Implementation Process and section 7.3 Verification and Validation. Once the fix is verified and validated, the bug report is closed, and the new version of the software is released per section 8.1 and installed per section 9.1. 
Project X team members have authority to correct an issue in the field without waiting for approval of the Bugzilla bug report if the correction can be completed, verified, validated, and deployed by close of the next business day. This prevents minor issues with obvious solutions from delaying operations. Field modifications will be reported and reviewed like other bug reports after the fact.
[bookmark: _Toc200118143]Software Retirement
Describe the process for mothballing the software, the period of retention for the software, and the process for erasing or otherwise disposing of the software. This process can be influenced by intellectual property concerns, export control concerns, obligations in agreements or contracts, and by end-of-life dates for supporting hardware and software (e.g., operating systems, compilers, libraries). 
Upon the closure of Project X, the X059 Branch will retain Product XYZ in developer.nasa.gov as an inactive project and will archive a copy of the software on the Central Storage System (CSS) under ~X059/ProjectX. The X059 Branch will retain one of these copies for at least 7 years. 
[bookmark: _Ref124503518][bookmark: _Toc200118144]Intellectual Property Rights
Identify the intellectual property rights that NASA requires for the software and, if applicable, plan the release of the software through the internal NASA Software Catalog (SWE-148) or through the Software Release Authority (NPR 2210.1). This section should also address how NASA will obtain and retain necessary intellectual property rights for the life of the software when the software includes components not written by civil servants (including but not limited to software written by contractors, off-the-shelf software, open-source software, and auto-generated software).
Project X intends to release Product XYZ as NASA Open Source. Project X will utilize a task order on the IT Consolidated Services (ICS) contract to develop some features of Product XYZ. Project X will work with Procurement to add the appropriate data rights clauses to the task order that assign copyright of the source code written under the ICS task to NASA. Project X will follow the schedule below for the software release as NASA Open Source:
· Start a New Technology Report (invention.nasa.gov) for Product XYZ based on planned features at the conclusion of the planning workshop with stakeholders to be held in October 2020.
· Finalize and submit NTR when first release of Product XYZ is ready for demonstration to stakeholders. The goal is to have this first demonstration in March 2021.
· Submit a Software Release Request (softwarerelease.ndc.nasa.gov) for NASA Open-Source release upon reception of the LAR number for Product XYZ. Expect LAR number by June 2021. 
· Post Product XYZ to the NASA public Github (github.com/nasa) upon approval of software release request. Expect approval by December 2021.
[bookmark: _Ref124503044][bookmark: _Toc200118145]Cybersecurity
Work with your organization’s Computer Security Official (CSO) or with the Center Chief Information Security Officer (CISO) to determine what actions, if any, the project needs to take to establish or maintain the information security of NASA systems. Specifically, Class D projects are required to:
a. perform a software cybersecurity assessment on the software components per the Agency security policies and the project requirements, including risks posed using non-developed software. (SWE-156)
b. Identify cybersecurity risks and plan mitigations for any flight and ground systems (SWE-154)
c. Implement protections against unauthorized access for software with communications capabilities (SWE-157)
d. Assess cybersecurity vulnerabilities and weaknesses for flight software (SWE-158)
e. Address identified cybersecurity vulnerabilities and weaknesses (SWE-155)
f. Verify cybersecurity mitigations by test (SWE-159)
g. Implement a secure coding standard and use static analysis tools to verify the code against the standard (SWE-207 and SWE-185)
Project X will execute Product XYZ on org-server.ndc.nasa.gov which has an approved System Security Plan (SSP). Consultation with Computer Security Official Jack Jones resulted in the following action(s) for Project X:
· Product XYZ is anticipated to use third-party python libraries not currently installed on org-server.ndc.nasa.gov. Project X will submit a request to Commercial IT Request (CITR) for these new libraries. CITR performs a supply chain review on all requested software. 
· [bookmark: _Int_fXqs8FSL]Follow the X059 Branch Coding Standard when writing code. The coding standard contains syntax rules designed to avoid a subset of software weaknesses listed in MITRE’s top 25 most dangerous software weaknesses (https://cwe.mitre.org/top25) that typically apply to research software.
· Project X will analyze all source code for security issues using the static analysis tool Cppcheck. 
No other cybersecurity controls or mitigations to be implemented by Project X were identified. Specifically, it was determined that Product XYZ a) will not embed, read, process or write controlled unclassified information (CUI) including EAR/ITAR data, PII data, or LaRCNet data, b) will not implement access controls or other user authentication such as single sign on (SSO) login, c) will not perform communication with other systems inside or outside of LaRCNet, d) will not run continuously (24/7) or as an on-demand service, and e) is not a flight or ground system.
[bookmark: _Toc200118146]References
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[bookmark: _Toc200118147]Abbreviations
The following table of abbreviations apply to this Software Management Plan.
	Abbreviation
	Definition

	
	

	
	

	
	

	
	

	
	


[bookmark: _Toc200118156]Table 8 Table of Acronyms & Abbreviations

[bookmark: _Ref124959506][bookmark: _Toc200118148]NPR 7150.2D Requirements MAPPING to SMP EXAMPLE
	Req #
	Requirement Text
	Related SMP Section
	Compliance Notes

	SWE-033
	The project manager shall assess options for software acquisition versus development. 
	N/A
	The SMP template assumes that the project manager makes this assessment prior to establishing the SMP

	SWE-013
	The project manager shall develop, maintain, and execute software plans that cover the entire software life cycle and, as a minimum, address the requirements of this directive with approved tailoring.
	All
	The SMP itself implements this requirement in whole or in part.

	SWE-024
	The project manager shall track the actual results and performance of software activities against the software plans.
a. Corrective actions are taken, recorded, and managed to closure. 
b. Including changes to commitments (e.g., software plans) that have been agreed to by the affected groups and individuals.
	4, 5, 6
	Sections 4 and 5 discuss the tracking of actual schedule and budget against plan.  Section 6 covers reviews of project performance with stakeholders.

	SWE-034
	The project manager shall define and document the acceptance criteria for the software. 
	7.3.1
	 

	SWE-036
	The project manager shall establish and maintain the software processes, software documentation plans, list of developed electronic products, deliverables, and list of tasks for the software development that are required for the project’s software developers, as well as the action required (e.g., approval, review) of the Government upon receipt of each of the deliverables.
	7 and 8
	Section 7 establishes and maintains the software processes and defines the list of tasks for the software development that are required for the project’s software developers. Section 8 covers list of developed electronic products, list of deliverables, and NASA action for each deliverable. Some actions may also be documented as part of acceptance criteria in section 7. Section 8 also essentially covers the software documentation plans though the processes that produce the documents are described in other sections.


	SWE-037
	The project manager shall define and document the milestones at which the software developer(s) progress will be reviewed and audited. 
	6
	 

	SWE-039
	The project manager shall require the software developer(s) to periodically report status and provide insight into software development and test activities; at a minimum, the software developer(s) will be required to allow the project manager and software assurance personnel to:
a. Monitor product integration.
b. Review the verification activities to ensure adequacy.
c. Review trades studies and source data.
d. Audit the software development processes and practices.
e. Participate in software reviews and technical interchange meetings.
	6, 7.2,  7.3
	Section 6 covers items d and e. Software development processes and practices can be agenda items in project tag-ups.
Section 7.2.3 covers item a, and Section 7.3 covers item b. Both sections produce artifacts available for review.
Item c is not covered by the template because trade studies are not common in Class D software development at LaRC.

	SWE-040
	The project manager shall require the software developer(s) to provide NASA with software products, traceability, software change tracking information and nonconformances, in electronic format, including software development and management metrics.
	8.2
	This requirement is implemented in the context of data management.  Software development and management metrics except for cost estimates and estimation parameters are not shown in the examples because NPR 7150.2 metrics requirements are not allocated to Class D.

	SWE-042
	The project manager shall require the software developer(s) to provide NASA with electronic access to the source code developed for the project in a modifiable format. 
	8.2
	This requirement is implemented in the context of data management.  

	SWE-139
	[bookmark: _Int_nwF1YaRw]The project manager shall comply with the requirements in this NPR that are marked with an ”X” in [NPR 7150.2C] Appendix C consistent with their software classification.
	All
	The SMP, as whole, describes how the project will comply with many of the requirements allocated to Class D.

	SWE-121
	Where approved, the project manager shall document and reflect the tailored requirement in the plans or procedures controlling the development, acquisition, and deployment of the affected software.
	All
	Note 4 of the SMP template instructs the document author to tailor the template's content based on requirements tailoring.  

	SWE-125
	Each project manager with software components shall maintain a requirements mapping matrix or multiple requirements mapping matrices against requirements in this NPR, including those delegated to other parties or accomplished by contract vehicles or Space Act Agreements.
	N/A
	The RMM is completed before the SMP since the SMP must reflect requirements as tailored in the RMM.

	SWE-027
	[bookmark: _Int_SzSxLt46]The project manager shall satisfy the following conditions when a COTS, GOTS, MOTS, OSS, or reused software component is acquired or used:
a. The requirements to be met by the software component are identified.
b. The software component includes documentation to fulfill its  intended purpose (e.g., usage instructions).
c. Proprietary rights, usage rights, ownership, warranty, licensing rights, transfer rights and conditions of use (e.g., required copyright, author, and applicable license notices within the software code, or a
requirement to redistribute the licensed software only under the same license (e.g., GNU GPL, ver. 3, license)) have been addressed and coordinated with Center Intellectual Property Counsel.
d. Future support for the software product is planned and adequate for project needs.
e. The software component is verified and validated to the same level required to accept a similar developed software component for its intended use.
f. The project has a plan to perform periodic assessments of vendor reported defects to ensure the defects do not impact the selected software components.
	7.2.1
	

	SWE-015
	To better estimate the cost of development, the project manager shall establish, document, and maintain: 
a. Two cost estimate models and associated cost parameters for all Class A and B software projects that have an estimated project cost of $2 million or more. 
b. One software cost estimate model and associated cost parameter(s) for all Class A and Class B software projects that have an estimated project cost of less than $2 million. 
c. One software cost estimate model and associated cost parameter(s) for all C and D software projects.
d. One software cost estimate model and associated cost
parameter(s) for all Class F software projects.
	5
	Section 5 shows a typical budget for Class D software.  Most projects do not use a cost model to estimate labor; instead, the budget is typically a roll up of individual task estimates based on expert opinion.  

	SWE-151
	[bookmark: _Int_hEwZSpfn]The project manager’s software cost estimate(s) shall satisfy the following conditions:
a. Covers the entire software life-cycle.
b. Is based on selected project attributes (e.g., programmatic
assumptions/constraints, assessment of the size, functionality, complexity, criticality, reuse code, modified code, and risk of the software processes and products).
c. Is based on the cost implications of the technology to be used and the required maturation of that technology.
d. Incorporates risk and uncertainty, including end state
risk and threat assessments for cybersecurity.
e. Includes the cost of the required software assurance support.
f. Includes other direct costs.
	5
	Projects are expected to address these items in cost estimates except for the following items:
- item d, risk and uncertainty are not covered because risk management requirements are not allocated to class D.
- item e, software assurance for Class D consists of spot checks by Mission Assurance Branch.  There are no planned assurance activities for class D projects.

	SWE-174/
LSWE-031
	The project manager shall submit software planning parameters, including size and effort estimates, milestones, and characteristics, to the Center measurement repository at the conclusion of major milestones. [SWE-174]
The NASA Software Lead shall enter the project data for the LaRC Software Metrics Repository as described in [LPR 7150.2B] Appendix F. [LSWE-031]
	N/A
	Most metrics requirements do not apply to class D. But SWE-015 requires Class D to establish and maintain cost parameters and estimates.  However, this template assumes a directorate plan or procedure defines submission of such data.

	SWE-016
	The project manager shall document and maintain a software schedule that satisfies the following conditions: 
a. Coordinates with the overall project schedule.
b. Documents the interactions of milestones and deliverables between software, hardware, operations, and the rest of the system.
c. Reflects the critical dependencies for software development activities.
d. Identifies and accounts for dependencies with other projects and cross-program dependencies.
	4
	 

	SWE-046
	The project manager shall require the software developer(s) to provide a software schedule for the project's review and schedule updates as requested. 
	4 , 6
	Section 4 establishes the schedule and section 6 details the reviews (or other forums) where schedule modifications are discussed and approved.

	SWE-020
	The project manager shall classify each system and subsystem containing software in accordance with the highest applicable software classification definitions for Classes A, B, C, D, E, and F software in [NPR 7150.2C] Appendix D. 
	1.2
	 

	SWE-176
	The project manager shall maintain records of each software classification determination, each software Requirements Mapping Matrix, and the results of each software independent classification assessments for the life of the project. 
	1.2, 8.2
	Section 1.2 is the classification determination.  Section 8.2 describes where the project stores the requirements mapping matrix (RMM) and the software assurance classification report (SACR).

	SWE-022
	The project manager shall plan and implement software assurance, software safety, and IV&V (if required) per NASA-STD-8739.8, Software Assurance and Software Safety Standard.
	N/A (8.2)
	For Class D, software assurance is limited to obtaining a Software Assurance Classification Report, review of the Requirements Mapping Matrix, and the Center Software Assurance Manager may perform spot checks of selected projects.  Section 8.2 identifies the set of process artifacts that the project retains and can make available for spot checks.

	SWE-205
	[bookmark: _Int_OXirymBI]The project manager, in conjunction with the SMA organization, shall determine if each software component is considered to be safety-critical per the criteria defined in NASA-STD-8739.8. 
	1.2
	 

	SWE-023
	If a project has safety-critical software, the project manager shall implement the safety-critical software requirements contained in NASA-STD-8739.8. 
	N/A
	The template does not address safety-critical software

	SWE-134
	If a project has safety-critical software or mission-critical software, the project manager shall implement the following items in the software: 
a. The software is initialized, at first start and restarts, to a known safe state.
b. The software safely transitions between all predefined known states.
c. Termination performed by software of functions is performed to a known safe state.
d. Operator overrides of software functions require at least two independent actions by an operator.
e. Software rejects commands received out of sequence when execution of those commands out of sequence can cause a hazard.
f. The software detects inadvertent memory modification and recovers to a known safe state.
g. The software performs integrity checks on inputs and outputs to/from the software system.
h. The software performs prerequisite checks prior to the execution of safety-critical software commands.
i. No single software event or action is allowed to initiate an identified hazard.
j. The software responds to an off-nominal condition within the time needed to prevent a hazardous event.
k. The software provides error handling.
l. The software can place the system into a safe state.
	N/A
	The template does not address safety-critical software

	SWE-219
	If a project has safety-critical software, the project manager shall ensure that there is 100 percent code test coverage using the Modified Condition/Decision Coverage (MC/DC) criterion for all identified safety-critical software components.
	N/A
	The template does not address safety-critical software

	SWE-220
	If a project has safety-critical software, the project manager shall ensure all identified safety-critical software components have a cyclomatic complexity value of 15 or lower. Any exceedance shall
be reviewed and waived with rationale by the project manager or technical approval authority.
	N/A
	The template does not address safety-critical software

	SWE-206
	The project manager shall require the software developers and suppliers to provide NASA with electronic access to the models, simulations, and associated data used as inputs for auto-generation of software. 
	7.2.2 and 8.2
	Section 7.2.2 is a placeholder for the software engineering activities covering auto-generated software.  In Section 8.2, projects should list the input models, simulations, and data under items as data the project will manage and can make available.

	SWE-147
	The project manager shall specify reusability requirements that apply to its software development activities to enable future reuse of the software, including the models, simulations, and associated data used as inputs for auto-generation of software, for United States Government purposes. 
	7
	This requirement is addressed in the guidance text of section 7.

	SWE-148
	[bookmark: _Int_zp9wbyoa][bookmark: _Int_7X063zFQ]The project manager shall evaluate software for potential reuse by other projects across NASA and contribute reuse candidates to the NASA Internal Sharing and Reuse Software systems.  However, if the project manager is a contractor, then a civil servant must pre-approve all such software contributions; all software contributions should include, at a minimum, the following information:
a. Software Title.
b. Software Description.
c. The Civil Servant Software Technical Point of Contact for the software product.
d. The language or languages used to develop the software.
e. Any third party code contained therein and the record of the requisite license or permission received from the third party permitting the Government’s use, and any required markings (e.g.,
required copyright, author, applicable license notices within the software code, and the source of each third-party software component (e.g., software URL & license URL)), if applicable.
f. Release notes.
	10
	This requirement is addressed in the guidance text of section 10.

	SWE-156
	[bookmark: _Int_5rjTWldQ]The project manager shall perform a software cybersecurity assessment on the software components per the Agency security policies and the project requirements, including risks posed by the use of COTS, GOTS, MOTS, OSS, or reused software components. 
	11
	 

	SWE-154
	The project manager shall identify cybersecurity risks, along with their mitigations, in flight and ground software systems and plan the mitigations for these systems. 
	11
	The example text covers a case where this is N/A because the software isn't for a flight or ground system.

	SWE-157
	The project manager shall implement protections for software systems with communications capabilities against unauthorized access per the requirements contained in the Space System Protection Standard, NASA-STD-1006.
	11
	The example text covers a case where this is N/A because the example software product is not a flight or ground system and doesn't communicate over LaRCNet.

	SWE-158
	The project manager shall ensure that space flight software systems are assessed for possible cybersecurity vulnerabilities and weaknesses.
	11
	The example text covers a case where this is N/A because the software isn't for a flight or ground system.

	SWE-159
	The project manager shall test the software and record test results for the required software cybersecurity mitigation implementations identified from the security vulnerabilities and security weaknesses analysis. 
	7.3.3 and 11
	Section 11 identifies the mitigation requirements, and these are tested in accordance with section 7.3.3 V&V. The example text, however, cover the case where there are no cybersecurity requirements levied on the software.  This is typical for Class D software at LaRC.

	SWE-207
	The project manager shall identify, record, and implement secure coding practices.
	11
	 

	SWE-185
	The project manager shall verify that the software code meets the project’s secure coding standard by using the results from static analysis tool(s).
	11
	 

	SWE-052
	The project manager shall perform, record, and maintain bi-directional traceability between the following software elements: (See Table in [NPR7150.2D] 3.12.1)
	7.1
	Examples cover software requirements traceability to verification tests and to non-conformances as required. Traceability to system hazards is not covered because the template doesn't handle safety-critical software.

	SWE-050
	The project manager shall establish, capture, record, approve, and maintain software requirements, including requirements for COTS, GOTS, MOTS, OSS, or reused software components, as part of the technical specification. 
	7.1
	 

	SWE-053
	The project manager shall track and manage changes to the software requirements. 
	7.1
	 

	SWE-054
	The project manager shall identify, initiate corrective actions, and track until closure inconsistencies among requirements, project plans, and software products.
	6, 7.1, 7.3.3
	Inconsistencies between requirements and other project artifacts are identified in reviews under section 6 or verification & validation activities under section 7.3.3.  They are tracked as action items or non-conformances as stated in section 7.1.

	SWE-055
	The project manager shall perform requirements validation to ensure that the software will perform as intended in the customer environment.
	6, 7.1
	Class D projects typically use reviews to validate requirements with stakeholders. Projects can place further details on requirements validation in section 7.1.

	SWE-061
	The project manager shall select and adhere to software coding methods, standards, and criteria. 
	7.2
	 

	SWE-135
	The project manager shall use static analysis tools to analyze the code during the development and testing phases to detect defects, software security, code coverage, and software complexity. 
	7.2
	Software complexity is not included in example text because SWE-220 (cyclomatic complexity) only applies to safety-critical software.

	SWE-062
	The project manager shall unit test the software code. 
	7.3.2
	 

	SWE-186
	The project manager shall assure that the unit test results are repeatable. 
	7.3.2
	Example text includes storage and document of unit tests so that they can be repeated.

	SWE-063
	The project manager shall provide a software version description for each software release. 
	8.1
	 

	SWE-065
	The project manager shall establish and maintain:
a. Software test plan(s).
b. Software test procedure(s).
c. Software test(s), including any code specifically written to
perform test procedures.
d. Software test report(s).
	7.3.3
	 Section 7.3.3 uses the term ‘test case’ instead of ‘test procedure’ to emphasize the reduced formality of documenting testing steps for class D software. 

	SWE-066
	The project manager shall test the software against its requirements.
	7.3.3
	 

	SWE-068
	The project manager shall evaluate test results and record the evaluation. 
	7.3.3
	 

	SWE-071
	The project manager shall update the software test plan(s) and the software test procedure(s) to be consistent with software requirements.
	7.1, 7.3.3
	Section 7.1 addresses this requirement in the context of software requirements management.  Section 7.3.3 provides details on how requirements are integral to the test documentation and records.

	SWE-189
	The project manager shall ensure that the code coverage measurements for the software are selected, implemented, tracked, recorded, and reported. 
	7.3.4
	 

	SWE-192
	The project manager shall verify through test the software requirements that trace to a hazardous event, cause, or mitigation technique. 
	N/A
	Applies to safety-critical software.  The SMP template only covers non-safety critical software.

	SWE-075
	The project manager shall plan and implement software operations, maintenance, and retirement activities. 
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	SWE-077
	The project manager shall complete and deliver the software product to the customer with appropriate records, including as-built records, to support the operations and maintenance phase of the software’s life cycle. 
	8.1, 8.2
	Section 8.1 covers the delivery (a.k.a. release) process for the software. Section 8.2 can list those records that the project needs to manage for inclusion in the delivery.

	SWE-194
	The project manager shall complete, prior to delivery, verification that all software requirements identified for this delivery have been met, that all approved changes have been implemented and that all defects designated for resolution prior to delivery have been resolved. 
	7.3.1, 8.1
	These items are often part of the acceptance criteria for the software as described in section 7.3.1.  These items also feed the content of the Software Version Description as described in section 8.1.

	SWE-195
	The project manager shall maintain the software using standards and processes per the applicable software classification throughout the maintenance phase. 
	9.2
	The template’s example text assumes that the development team is also the maintenance team, which is typical for most Class D software at LaRC.  Therefore, the example text in 9.2 refers to software engineering processes in section 7 for most maintenance activities.

	SWE-196
	The project manager shall identify the records and software tools to be archived, the location of the archive, and procedures for access to the products for software retirement or disposal. 
	9.3
	 

	SWE-079
	The project manager shall develop a software configuration management plan that describes the functions, responsibilities, and authority for the implementation of software configuration management for the project. 
	8.1
	 

	SWE-080
	The project manager shall track and evaluate changes to software products. 
	8.1
	 

	SWE-081
	The project manager shall identify the software configuration items (e.g., software records, code, data, tools, models, scripts) and their versions to be controlled for the project. 
	8.1
	 

	SWE-082
	The project manager shall establish and implement procedures to: 
a. Designate the levels of control through which each identified software configuration item is required to pass.
b. Identify the persons or groups with authority to authorize changes.
c. Identify the persons or groups to make changes at each level.
	8.1
	The example text is based on a single level typical of small software development teams used in Class D projects at LaRC. 

	SWE-083
	The project manager shall prepare and maintain records of the configuration status of software configuration items. 
	8.1
	 

	SWE-084
	The project manager shall perform software configuration audits to determine the correct version of the software configuration items and verify that they conform to the records that define them. 
	8.1
	 

	SWE-085
	The project manager shall establish and implement procedures for the storage, handling, delivery, release, and maintenance of deliverable software products. 
	8.1
	 

	SWE-201
	The project manager shall track and maintain software non-conformances (including defects in tools and appropriate ground software). 
	7.3.3
	 

	LSWE-030
	The NASA Software Lead shall provide the following project data to the NASA Software Working Group Representative on project startup: 
a. Name of project
b. Work breakdown structure (WBS) number
c. Name and contact information for the NASA Software Lead
d. Name of the development organization(s) 
e. Name of the software assurance organization(s), if applicable.
f.  Primary lifecycle methodology 
g. Current lifecycle phase
h. For each software item, provide the following information:
    1) Name of item
    2) Estimate of software size as KSLOC
    3) Software class and safety-critical determination 
    4) The primary programming language
	N/A
	The SMP Template assumes that the project completes this requirement prior to developing the SMP.
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